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1.  Introduction

The main goal of the Berkeley Wireless Open Experimental Platform is to develop a platform for NEST research that will dramatically accelerate the development of algorithms, services, and their composition into applications.  The vast majority of the platform is software; small, networked sensor nodes are developed to ground algorithmic work in the reality of working with numerous, highly constrained devices.

The main elements of the approach are a comprehensive platform consisting of: 

· The hardware required for low-cost large-scale experimentation, 

· The nodal OS that supports not just applications, but debugging, visualization, communication, low-power consumption, and remote monitoring and control

· The infrastructure services for time synchronization, storage, computing and even large-scale simulations, 

· A powerful simulation environment that can effectively explore adversarial situations and worst-case environments, 

· A debugging and visualization environment specifically geared toward large numbers of interacting nodes, and support event-centric development 

· Mechanisms for composition of finite-state machines that enable modular design, and

· A macrocomputing language that simplifies programming whole collection of nodes. 

This platform will benefit the NEST community by allowing algorithmic work to move from theory to practice at a very early stage, without each group developing extensive infrastructure. Combined with these algorithmic elements, the platform will permit demonstration of smart structures and advance control. The framework of efficient modularity it provides will accelerate reuse and sharing of common elements.  The integrated use of testbeds and simulation environment will allow algorithms to be deeply tested.  The execution elements of the platform implicitly define the cost metrics for algorithmic analysis; which differ significantly from traditional distributed computing.  The programming model defines mechanisms for adapting to changing environments.

Critical barriers are scale, concurrency, complexity, and uncertainty.  The nodal system must be of small physical scale, operate under constrained power and bandwidth, support intensive concurrency, and extremely passive vigilance.  Thread-based models perform poorly in this regime, so a FSM based approach is developed.  Algorithms must utilize massive numbers, rather than device power. A fundamental challenge is to understand what an algorithm is doing in a reactive, diffuse network once deployed.  Testbed instrumentation and large-scale simulation attack the understanding issue directly, even searching for Murphy's Law failures.  Many of the techniques used here have proven essential in scalable Internet services.

The platform will be evaluated by its effectiveness in accelerating the development of NEST algorithms and applications and its adoption.


In this first year, we successfully delivered on all of our milestones.  We developed and distributed an open experimental hardware/software platform to the program; we engaged in two successful minitasks, we produced a substantial demonstration of many aspects of the challenge application in scale-down form involving distributed control.

2.  Hardware Design

2.1   Prototypes of Next Generation Highly Integrated Platform
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Significant progress was made towards an integrated CMOS version of the Berkeley Motes.  A prototype chip that included CPU, ADC, communication accelerators, and memory was designed and fabricated by National Semiconductor as shown in Figure 1 and 2.  Measuring just 2mmx2mm, it represents a significant reduction is size, cost and power over current generation motes.  The test chip was not fully functional but it could successfully execute instructions and demonstrate basic I/O capabilities.  A second generation of this node has been designed and is currently being fabricated.


In addition to fixing the minor bugs in the first prototype, this second generation chip includes support for multiple register sets, data encryption, and equipped with a CMOS RF transmitter. The transmitter architecture uses a 32Khz crystal as a reference oscillator and frequency lock a capacitor array based VCO to a 900Mhz transmission frequency.





The Mica node architecture was evaluated and compared to other wireless architectures in an IEEE Micro publication due out later this year.  The paper explored the impact of the Mica node's hardware accelerators on overall application performance for a canonical data collection application.

2.2   Weather Board

We deployed the first revision of the Mica Weather Board in early July on Great Duck Island, Maine.  As a result of using the board in a real world application for a few months, we learned its limitations and design flaws.  In collaboration with UCLA, Intel Research, and Crossbow,
we designed the Mica Weather Board revision 1.5 (MicaWB r1.5).  The board features all digital sensors and adds an accelerometer.  The design features more flexibility for concurrent operations, such as sampling and processing, to reduce the time a node is required to be
awake.  All four parties approved the design.  Crossbow will produce the board and make it publicly available by the end of November 2003.

3.  TinyOS Development

3.1   NesC Language 

A major advance toward advanced programming environments for NEST applications and services was made in the development of the NesC language and compiler for TinyOS programs.  It provides clean syntactic support for the family of concepts that were embodied in the TOS macros. All of the preprocessing scripts are replaced by a full-function compiler front-end, which can provide extensive static checking and thereby eliminate many frustrating bugs.

In the past six months, we have rewritten all of TinyOS and most of the applications in NesC.  This new code base is the basis for the major release of TinyOS in September.  The rewrite not only made the code substantially cleaner, but also smaller, faster, and slightly more 
energy efficient.  More importantly, we expect a significant productivity gain due to the increased modularity and compile-time checking.

In particular, NesC provides bi-directional interfaces, which simplify the wiring of components significantly; the tradition unidirectional definition of interfaces (as in Java) is awkward for event-based systems such as sensor networks.  The benefits are size, power and speed largely come from whole application analysis, allowing much more effective in lining for efficiency and extensive dead code elimination for space.  A description of NesC is given in the primer cited in the references.  A powerful aspect of NesC is a message format generator, which build C and Java methods for constructing and deconstructing packets to facilitate construction of infrastructure applications.  This is also included in the release, with generators for Java and Matlab host applications.

We also completed the development of a documentation system for NesC.  This tool extracts documentation from the code in the style of Javadoc.  The output is a set of web pages for each application that actually contains the wiring graph as a picture with clickable nodes and edges. The hyperlinks connect to other component or interface definitions, making it very easy to browse complex applications.

The focus of our current work is to improve the atomicity provided by the language. Event-driven systems tend to have many race conditions due to the high level of concurrency among event handlers and tasks.  We defined a specific concurrency model for NesC and adding support in the language for detecting (and thus preventing) race conditions at compile time.  If successful, we believe this will be a huge gain in productivity for the complex systems.
3.2   TinyOS 1.0 Release

TinyOS 1.0 has been successfully released.  The complete suite of applications, system files, and tools has been ported to NesC and substantially tested.   Documentations are updated and new tutorials are also available in the release.  

3.3   Tiny Virtual Machine

We built a tiny virtual machine, called Mate, which runs on sensor motes. The communication-centric virtual architecture presents high-level abstractions, such as sending packets and logging data, as individual op-codes. This allows an expressive range of applications to be installed and run on motes quickly and easily. Mate also provides guarantees of code safety, which ensures that motes will be reprogrammable as long as they are powered. Mate has an event-based execution model, which can be triggered by periodic clock events or network events; the latter allows the implementation of data aggregation and ad-hoc routing algorithms entirely within Mate.  This work was accepted and presented at ASPLOS 2002.

3.4   TinyOS Simulator: Nido

A TinyOS simulator, Nido, for the new TinyOS release has been implemented.  Nido makes modeling of non-event-based behavior in an event-based simulator possible.  Modeling input capture was accomplished by allocating special events that performed calculations and modifications to existing events already on the event queue.  Underway is an adversarial simulation that will be built on top of Nido. The feature currently implemented is testing how well algorithms scale. Modeling mote failures and movement of motes is the current focus.  The complete work is being written up for submission to SIGMETRICS 2003.


3.5   Wireless Network Simulator in Matlab

In the last progress report, we used the Vanderbilt’s Matlab simulator, enhanced with packet loss and collision model derived from empirical measurements, to study various routing algorithms.  To better fit the studies done at Berkeley, the simulator was rewritten from scratch.  The new version has better performance after vectoring many commonly used functions and data structures.  Link acknowledgements are added to reflect this new feature in Tiny OS radio stack.  In addition, a new component with link retransmission capability was added, which opens the opportunity to explore its effect on end-to-end reliability.  Implementation of routing algorithm is itself a component that can be interchanged without affecting other components.  Simulation of networks up to 150 nodes has been done.  The actual execution time depends on the simulation time, amount of contention for the channel, and the message rate.

3.6   Passive Link Reliability Estimator 

Link estimator helps a node to discover neighboring nodes that it can communicate with reliably.  The study has been focusing on passive link estimators that snoop traffic over the channel and use packet sequence number to estimate link qualities.  An ideal estimator should be stable, memory efficient, and yield minimal errors in its estimations, even when the target is changing.  We study more than ten different estimators, simulate each of these estimators in Matlab based on inputs similar to empirical traces, and use various metrics to evaluate them.  The current work will be submitted to SIGMETRICS 2003.

3.7   Multi-hop Routing  

The study has been focusing on distributed multi-hop, spanning tree routing algorithms.  The three algorithms that have been studied include naïve broadcast based routing, shortest path routing, with link quality above a minimum threshold, and maximum reliable path routing (MRP).  Initial results based on our simulator suggest that broadcast based routing is the worst among the three.  The shortest path algorithm is less cycle-prone and achieves higher reliability to the root of the tree than MRP.  However, this algorithm may break down or become unstable when there are no links that reach the minimum link threshold.  Uncertainties in path quality estimations can create cycles in MRP, especially when differences among different potential paths fall within estimation errors.  In this situation, MRP uses shortest hop to avoid creating cycles.  We define many parameters that may affect routing and many experiments have been done over the Matlab wireless network simulator that we have built.  All in all, further investigations are undergoing in understanding these algorithms.

A shortest path routing protocol using a simple moving average link quality estimator has been implemented in TinyOS 1.0.  The implementation follows the multi-hop routing interface guideline included in TinyOS 1.0.  The major differences are the addition of “Virtual Comm” and “Rate Transmission” components.  We are in the progress of debugging this implementation.  In addition, we begin to build a suite of network monitoring tools in order to dynamically evaluate the routing protocol over a real network.

3.8   Acoustic Time of Flight Localization

Time of Flight ranging for motes has been upgraded for the tinyos-1.0 release.  It has been implemented in NesC using the new high-speed radio stack. Both calibration and auto-calibration methods have been devised to reduce ranging errors in both known and unknown environments.  Furthermore, the Matlab tools have been deeply integrated with existing Java tools, resulting in an overall convergence in the TOS toolset.  For example, the Java SerialForwarder and the new message interface generator (MIG) have been seamlessly integrated with Matlab.

3.9   Security

We have been investigating the Location Authentication problem in the context of sensor networks. The problem seeks to develop protocols in which a prover can make a verifiable claim of its location to a verifier.  We have provided a formal problem description and 
enumerated a set of attacks, which are effective against a broad class of protocols. In addition, we have developed two protocols, which are robust against the attacks that we have enumerated. The work has been submitted to NDSS 2002.  The paper proposes security goals and threat-models for routing in sensor networks, presents attacks against current sensor network routing protocols, and suggests countermeasures and design strategies for secure protocol design.

We are also working on a link-layer encryption scheme called, TinySec, for TinyOS. This mechanism utilizes symmetric key cryptography with a globally shared key. The security goals are access control, message integrity, and message confidentiality. Packet overhead will be low compared to the current packet format in TinyOS - around 5-10%.  We intend to complete and test a draft implementation by January 2003.


3.10   TinyDB

TinyDB is a query processing system for extracting information from a network of TinyOS sensors. Unlike existing solutions for data processing in TinyOS, TinyDB does not require you to write embedded C code for sensors. Instead, TinyDB provides a simple, SQL-like interface to specify the data you want to extract, along with additional parameters, like the rate at which data should be refreshed -- much as you would pose queries against a traditional database. Given a query specifying your data interests, TinyDB collects that data from motes in the environment, filters it, aggregates it together, and routes it out to a PC. TinyDB does this via power-efficient in-network processing algorithms.  TinyDB is fully implemented in NesC, and we also release it together with TinyOS 1.0.

4.  Language and Application Development

4.1   Habitat Monitoring

We are evaluating the platform in the context of an outdoor, long running, unattended application.  In July 2002, in collaboration with College of the Atlantic, we have deployed a small-scale sensor network on Great Duck Island (GDI), ME.  The network, consisting of about 35 sensors, has been used to monitor the habitat of Leach's Storm Petrel.
In September we have presented a paper describing the application architecture as well as initial experiences at the First ACM International Workshop on Wireless Sensor Networks and Applications.  As of mid-October the network has produced about 1 million samples of local weather conditions, including temperature, relative humidity, light levels, and barometric pressure.  Several nodes have been running continuously on the original pair of AA batteries.  While we are still analyzing the data from the experiment, this application has already provided us with valuable insights into packaging design for outdoor use, system design for unattended operation, and power management issues. 

4.2   NEST MiniTask Middleware Architecture

We formulated an initial specification of the middleware architecture necessary for distributed pursuit-evasion games. This architectural specification includes a high-level overview of the demo, a functional description, and an abstract and a concrete implementation of software
component interfaces.  The goal is to maximize interoperability among similar software components developed by different groups, while not sacrificing performance necessary for the game scenario.  Additionally, the methodology used to develop the abstract architecture aims to be flexible enough to support a more broad range of applications.  We have also
considered procedures by which classical control methods can be extended to distributed control models such as sensor networks.  A technique of mapping control laws from classical models to distributed, real-time models that corrects for sensor and actuator jitter, time asynchrony, and loss of state consistency across nodes seems advisable.
4.3   Distributed Control

We looked into time synchronization in fireflies, i.e. how large groups of fireflies, starting from random clock phases, eventually synchronize their light pulsing. Preliminary results based on biological models have been tested on simulations.  Also, we are looking into fish schools, which are large groups of fish that can keep a consistent 3D configuration in water, while a single fish seems to move randomly within the configuration. Moreover, when attached by predators, they can readily adapt the 3D configuration creating cavities near along the predator's motion. We are studying the properties and the models of these adaptive networks.

4.4   Ivy

Ivy is a research infrastructure of networked sensors for the College of Engineering at UC Berkeley. The network consists of a fixed node communication backbone, mobile application nodes, and a database with user interface, and is intended to survive for a year on the energy from a pair of AA batteries per node. It will support multiple applications simultaneously and allow public data retrieval from the Internet. We are investigating energy-saving strategies by local power cycle synchronization and multi-hop messaging. Current application thrusts 
include equipment inventory tracking and building-wide energy monitoring.

Currently we have implemented a test bed for our research. Our test bed consists of sensor nodes, desktop computers, relational database, web interfaces, and the associated node and desktop software. The basic setup allows packets from the sensor network to be forwarded to a base station connected to a wired network and logged to a database where the data is web accessible. There are three types of nodes: base station nodes, fixed nodes, and application nodes. Base station nodes act as a gateway between the wireless network and wired network. Fixed nodes multi-hop packets to and from the base station and provide the Ivy 
network infrastructure support. Application nodes are either mobile or fixed and send their sensor readings to the Ivy network.


Software we have developed:
1.) Sensor node routing - broadcast multi-hop routing of packets to and from the base station
2.) Sensor node application - communication to Ivy network every cycle and power down
3.) Database logger - logs data packets received from the base station to the database
4.) Database schema and user interfaces


We have designed a power efficient multi-hop routing and low power cycle synchronization protocol for Ivy. Currently, we have begun simulations and a Unix/C with POSIX signals implementation. The UNIX/C implementation will be ported to NesC.

For time synchronization in Ivy, the firefly Strogatz algorithm is a simple model for synchronous firing of biological oscillators based on Peskin's model of the cardiac pacemaker. The model consists of a population of identical integrate-and-fire oscillators. We are investigating this algorithm in the context of sensor nodes. Currently, we have made 
two implementations of the firefly Strogatz algorithm in
a) Unix/C using POSIX signals on Pentium III
b) TinyOS on sensor nodes


5.  Meetings and Presentations

We conducted regular Minitask meetings with other NEST groups.

We have a few meetings with Crossbow in designing and manufacturing the new weather board for habitat monitoring.

We have continued to hold monthly teleconference with the UCLA group, as well as with a group that stretches beyond the NEST program.
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Figure 2. Floorplan for Mote Chip
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Figure 1. TinyOS NW stack accelerator
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